
Software	testing	and	quality	assurance	tutorial	pdf

http://eelruxe.com/wb3?utm_term=software%20testing%20and%20quality%20assurance%20tutorial%20pdf


Tutorial	on	Software	Testing	&	Quality	Assurance	for	Machine	Learning	Applications	from	research	bench	to	real	world	PreviousChapterNextChapter	Rapid	progress	in	Machine	Learning	(ML)	has	seen	a	swift	translation	to	real	world	commercial	deployment.	While	research	and	development	of	ML	applications	have	progressed	at	an	exponential
pace,	the	required	software	engineering	process	for	ML	applications	and	the	corresponding	eco-system	of	testing	and	quality	assurance	tools	which	enable	software	reliable,	trustworthy	and	safe	and	easy	to	deploy,	have	sadly	lagged	behind.	Specifically,	the	challenges	and	gaps	in	quality	assurance	(QA)	and	testing	of	AI	applications	have	largely
remained	unaddressed	contributing	to	a	poor	translation	rate	of	ML	applications	from	research	to	real	world.	Unlike	traditional	software,	which	has	a	well-defined	software	testing	methodology,	ML	applications	have	largely	taken	an	ad-hoc	approach	to	testing.	ML	researchers	and	practitioners	either	fall	back	to	traditional	software	testing
approaches,	which	are	inadequate	for	this	domain,	due	to	its	inherent	probabilistic	and	data	dependent	nature,	or	rely	largely	on	non-rigorous	self-defined	QA	methodologies.	These	issues	have	driven	the	ML	and	Software	Engineering	research	communities	to	develop	of	newer	tools	and	techniques	designed	specifically	for	ML.	These	research
advances	need	to	be	publicized	and	practiced	in	real	world	in	ML	development	and	deployment	for	enabling	successful	translation	of	ML	from	research	prototypes	to	real	world.	This	tutorial	intends	to	address	this	need.	This	tutorial	aims	to:	[1]	Provide	a	comprehensive	overview	of	testing	of	ML	applications	[2]	Provide	practical	insights	and	share
community	best	practices	for	testing	ML	software	Besides	scientific	literature,	we	derive	our	insights	from	our	conversations	with	industry	experts	in	ML.	Chris	Murphy,	Gail	E	Kaiser,	and	Marta	Arias.	An	approach	to	software	testing	of	machine	learning	applications.	In	SEKE,	volume	167,	2007.Lei	Ma,	Felix	Juefei-Xu,	Minhui	Xue,	Qiang	Hu,	Sen
Chen,	Bo	Li,	Yang	Liu,	Jianjun	Zhao,	Jianxiong	Yin,	and	Simon	See.	Secure	deep	learning	engineering:	A	software	quality	assurance	perspective.	arXiv	preprint	arXiv:1810.04538,	2018.[8]	Xiaowei	Huang,	Daniel	Kroening,	Marta	Kwiatkowska,	Wenjie	Ruan,	Youcheng	Sun,	Emese	Thamo,	Min	Wu,	and	Xinping	Yi.	Safety	and	trustworthiness	of	deep
neural	networks:	A	survey.	arXiv	preprint	arXiv:1812.08342,	2018.Satoshi	Masuda,	Kohichi	Ono,	Toshiaki	Yasue,	and	Nobuhiro	Hosokawa.	A	survey	of	software	quality	for	machine	learning	applications.	In	2018	IEEE	International	Conference	on	Software	Testing,	Verification	and	Validation	Workshops	(ICSTW),	pages	279--	284.	IEEE,	2018.Fuyuki
Ishikawa.	Concepts	in	quality	assessment	for	machine	learning-from	test	data	to	arguments.	In	International	Conference	on	Conceptual	Modeling,	pages	536--544.	Springer,	2018.Houssem	Braiek	and	Foutse	Khomh.	On	testing	machine	learning	programs.	arXiv	preprint	arXiv:1812.02257,	2018.Roman	Werpachowski,	András	György,	and	Csaba
Szepesvári.	Detecting	overfitting	via	adversarial	examples.	arXiv	preprint	arXiv:1903.02380,	2019.Eric	Breck,	Neoklis	Polyzotis,	Sudip	Roy,	Steven	Whang,	and	Martin	Zinkevich.	Data	Validation	for	Machine	Learning.	In	SysML,	2019.Chih-Hong	Cheng,	Georg	Nührenberg,	Chung-Hao	Huang,	and	Hirotoshi	Yasuoka.	Towards	dependability	metrics	for
neural	networks.	arXiv	preprint	arXiv:1806.02338,	2018.Jianmin	Guo,	Yu	Jiang,	Yue	Zhao,	Quan	Chen,	and	Jiaguang	Sun.	Dlfuzz:	differential	fuzzing	testing	of	deep	learning	systems.	In	Proceedings	of	the	2018	26th	ACM	Joint	Meeting	on	European	Software	Engineering	Conference	and	Symposium	on	the	Foundations	of	Software	Engineering,	pages
739--743.	ACM,	2018.Xiaofei	Xie,	Lei	Ma,	Felix	Juefei-Xu,	Hongxu	Chen,	Minhui	Xue,	Bo	Li,	Yang	Liu,	Jianjun	Zhao,	Jianxiong	Yin,	and	Simon	See.	Coverage-guided	fuzzing	for	deep	neural	networks.	arXiv	preprint	arXiv:1809.01266,	2018.Lei	Ma,	Felix	Juefei-Xu,	Fuyuan	Zhang,	Jiyuan	Sun,	Minhui	Xue,	Bo	Li,	Chunyang	Chen,	Ting	Su,	Li,	Yang	Liu,
Jianjun	Zhao,	and	Yadong	Wang.	DeepGauge:	Multi-granularity	Testing	Criteria	for	Deep	Learning	Systems.	In	Proceedings	of	the	33rd	ACM/IEEE	International	Conference	on	Automated	Software	Engineering,	ASE	2018,	pages	120--131,	2018.Matthew	Wicker,	Xiaowei	Huang,	and	Marta	Kwiatkowska.	Feature-guided	black-box	safety	testing	of	deep
neural	networks.	In	International	Conference	on	Tools	and	Algorithms	for	the	Construction	and	Analysis	of	Systems,	pages	408--426,	2018.Jonathan	Uesato,	Ananya	Kumar,	Csaba	Szepesvari,	Tom	Erez,	Avraham	Ruderman,	Keith	Anderson,	Krishnamurthy	(Dj)	Dvijotham,	Nicolas	Heess,	and	Pushmeet	Kohli.	Rigorous	agent	evaluation:	An	adversarial
approach	to	uncover	catastrophic	failures.	In	International	Conference	on	Learning	Representations,	2019.Zhi	Quan	Zhou	and	Liqun	Sun.	Metamorphic	testing	of	driverless	cars.	Communications	of	the	ACM,	62(3):61--67,	2019.Saurabh	Jha,	Subho	S	Banerjee,	Timothy	Tsai,	Siva	KS	Hari,	Michael	B	Sullivan,	Zbigniew	T	Kalbarczyk,	Stephen	W	Keckler,
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